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Mime-type: text/xml, size: 4617 bytes

Attack Category

e Madlicious Input

Vulnerability Category

+ Buffer Overflow
¢ Unconditiona

Softwar e Context

* File Path Management

L ocation

Description

. shiwapih

The destination string buffer for the
PathRelativePathTo() function must be long enough
to hold the return file path.

The function PathRelativePathTo() function takes a
pair of paths and generates a relative path from one

to the other. This could, in theory, be the entirety of

oneinput string, plus"\.." units for each directory in
the other input string.

It is undefined what will occur if both the paths

are MAX_PATH in length and have nothing in
common, or even worse if the "from" path contains
many single character directory names causing each
of them to expand to two characters (".."). This
leaves the potential for returned paths of an unknown
state and content.

APIs

Function Name Comments
PathRelativePathTo

PathRel ativePathToA ANSII implementation
PathRelativePathTow  Unicode implementation

M ethod of Attack

If the two paths are long and have little in common,
the resulting path could be quite large. If the attacker
purposely provides long path names, he could
overrun abuffer that isnot at least MAX_PATH in
size.

Exception Criteria

Solutions

Solution Solution Solution

Applicability | Description Efficacy

1. http://buildsecurityin.us-cert.gov/bsi/about_us/authors/35-BS|.html (Barnum, Sean)
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Whenever Thefirst Effective.
PathRel ativePath patameter,
iscalled. pszPath, must
be at least
MAX_PATH
charactersin
length.

Signature Details

BOOL PathRelativePathTo(
LPTSTR pszPath,
LPCTSTR pszFrom,
DWORD dwA_ttrFrom,
LPCTSTR pszTo,

DWORD dwAttrTo

);

Examples of Incorrect Code

Examples of Corrected Code

TCHAR szQut [ 10] = TEXT(""); //
Buffer is too snall

TCHAR szFronf ] = TEXT("c:\\a\\b\
\path");

TCHAR szTo[ ] = TEXT("c:\\a\\x\\y
\Wfile");

if (!PathRel ativePat hTo(szQut,
szFrom FI LE_ATTRI BUTE_DI RECTORY,
szTo, FILE_ATTRI BUTE_NORMAL))

{ handleError(); }

TCHAR szQut [ MAX_PATH = "": //
Buffer is correctly sized

TCHAR szFronf ] = TEXT("c:\\a\\Db\
\path");

TCHAR szTo[ ] = TEXT("c:\\a\\x\\y
\\file");

if (!PathRel ati vePat hTo(szCQut,
szFrom FILE_ATTRI BUTE_DI RECTCRY,
szTo, FILE_ATTRI BUTE_NORVAL))

{ handl eError(); }

Sour ce Reference *  http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/shellcc/platform/shell/
reference/shiwapi/path/pathrel ativepathto.asp

Recommended

Resour ce

Discriminant Set

Operating System e Windows
L anguages « C
o C++
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